Eigf. ‘ MEDITECH - Setting up ePrescribe

Credentialed providers will automatically be set up to e-Prescribe UNCONTROLLED
substances, however there are 2 steps that are needed to set up your Meditech E-Prescribe
Controlled Substances (EPCS) access with Dr. First.

STEP 1. Either download the Symantec VIP app to your smart phone or request a keyfob.

STEP 2. You will receive an email invitation to register from Dr. First. Complete the
registration.

New York State e-prescribing Controlled Substances (EPCS) Summar

All providers will need to have an EPCS account in order to have full e-prescribing capabilities. The
steps are discussed in detail in this document.

When prescribing a Schedule 1l thru V controlled substance, the U.S. Drug Enforcement Agency

(DEA) requires providers to sign and electronically send the prescription using two -factor
authentication. Two-factor authentication is a combination of “something you know” such as a
password and “something you have”; like a token that generates a temporary security code.

ECMC has contracted with @ Drfirst for this process.

Choose an Authentication Method

1) Choose if you would rather use a smart phone app or a physical key fob for the process. You
will mark your choice on your eRx Information form.

A Key fob —is a physical token (approximately 1 %2 inches) that you will
carry with you. It will generate a security code that you will need when prescribing
controlled substances.
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A smart phone app —generates a security code needed for e-
prescribing controlled substances.

For any questions regarding this process — @EMR Hotline (716) 898-5601




e-prescribe (Step 3) — Registering with NYS

o Fill out the eRx Information form
e Either download the Symantec VIP app to your smart phone or request a key fob.

Smart Phone App Instructions

Download the Symantec VIP Access app from your app store on your smart phone

Symantec’s VIP Access mobile app is available at no charge to you on the Google Play and
Apple’s iTunes App Store, Windows Phone Store and Blackberry®.
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Enter the Credentialing ID into the eRx form
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FOB Instructions

If you would prefer to use the key fob, follow these instructions.

1) Indicate on the eRx Form that you would like a FOB:
2) You will receive notice when you can pick up your assigned fob.
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Efﬂl MEDITECH - Setting up ePrescribe

After you submit your Credentialing ID or are assigned a Fob; you will receive two invitation
emails from @ DrFirst

Reqistering with Dr. First

™ » DO-NOT-REPLY-EPCS (3) EPCS enroliment invite for prescribing controlled substances electron Jan 25
1) Open the email for step by step instructions

You have successfully completed the identity proofing process to prescribe
controlled substances with your e-prescribing vendor. The following email
contains a link to complete your electronic prescribing of controlled substances
[EPCS) enrcllment. Upon completion you will be able to safely and securely

prescribe controlled substances electronically.

A. IDP Verification ID will need to

Please follow the directions outlined here: be entered into the next screen
1. Goto new registration interface link e ® Highlight the number
2. If the link does not open a webpage, please copy and paste the lin ® Right click and select COPY
browser.

3. Enter the following information into the designated area: i i i i
Il AT il il B DM 1 28552 753 7f4F1389abf3aaB6a475f2 0 B - Link to the reQIStratlon site
MPIL: 1787419252
Token serial #: enter the serial # of your EPCS two-factor

authentication token
4. Follow the provided instructions.

If you have any further questions, please contact us at support@difirst.com or at
1-866-263-6512.

2) Fill out the section labeled | have an invite
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A. Paste the Verification code from your email here

B. Enter the Serial Number (from your Fob) or your app Credentialing ID (from the app)

For any questions regarding this process — @EMR Hotline (716) 898-5601



e-prescribe (Step 3) — Registering with NYS
3) Click on

User Registration
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Security Question™ e dragon warrior namea?
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A. Choose a password: enter a password and reenter it to verify. This password will be used for
prescribing controlled substances.

B. Type a security question: will be used to verify your identity if you have to have your password
reset.

C. Type the answer to you security question

Registering the Soft Token (Symantec VIP Access app

Registered Devices

Add Twe Factor Authentication Device
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A. Device Issuer: VERISIGN
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. Device Type choose OTP Soft Token

C. Device Name : Personal Identifier
SIN or Credential ID: This number should be defaulted in. Verify that it is correct.

D. OTP PIN or Security Code Enter the security code displayed on the app on your phone.
E. Click on Save
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MEDITECH - Setting up ePrescribe

Reqistering

Add a Device

Device Issuer " @ VERISIGN v 9

Device Type * @GTF‘ Hard Token v @
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Device Name * @

S/N or Credential ID * AVTEATAT ...

OTP PIN * 421515 @

. Device Issuer: VERISIGN
Device Type choose OTP Hard Token
Device Name : Personal Identifier

Owp

SIN or Credential ID: Serial number from fob, will be defaulted in, verify its
correct.
D. OTP PIN or Security Code Enter the six digit security code displayed on fob
E. Click on Save

For any questions regarding this process — @EMR Hotline (716) 898-5601
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