[Jecmc [JLTC COMPUTER ACCESS APPLICATION

[ ] New Account  [_] Revision

Date Received :

ERIE COUNTY MEDICAL CENTER
CORPORATION

| USER INFORMATION

Must use full legal name. Please print clearly. |:| Name Change: 0Old Name:
Start Date :
First Name : Ml : Last Name :
If ECMC Employee Badge # : If Not ECMC Employee Last 4 of Social Security # :
Date of Birth : Gender:[ 1/ [F
Title : Department :
ECMCC Employee? [y [N If No, Employer or School : End/Graduation Date :
User Phone : User Email : ECMC Dept Contact :
| PROVIDERS / RESIDENTS / MEDICAL STUDENTS
Check box if applicable I:I Credentialed Provider I:l Resident/Fellow I:l Medical Student
NPI Number : Credentials :
DEA Number : DEA Expiration : DEA Suffix :
License Number : State : License Exp :

VIP Access Credentialing ID (e—-Prescribing) :

| REQUIRED APPLICATIONS

Check only applications needed for this employee

[ ] Active Directory / Email Account  Setaccount up like :

Webmail :D/ DI Single Sign-On : D/ DI
[ ] Allscripts  clinic:
[ ] Dentrix

[ ] Dragon
[ ] Form 359  select group :

Remote Access : D/ DI

Impact Access :[_J/ [}

[ ] Healthenet Eiigibility :[/ [N Claim status :[_|Y /[

[ ] MEDDENT
[ ] Meditech setaccount up like :

Profile :

[ ] Omnicell

[ ] Onbase

[ ]OTTR

[ ] PACS/ Amicas
[ ] Passport

[ ] PENTAX

[ ] Quantros

[ ] TeleTracking  Setaccount up like :

Second Meditech Account :D’/ DI

or Referrals : D/ DI

CPT:

H: Drive : D/ DI

Meditech TEST[_}/ [

|:| Xsolis [Jcasemgmt []JEdit [ _]Phys Advisor

Rev 8/2017

|:|Admin

CLINICAL DIRECTOR/ I.T.
SENIOR MANAGER USE
Print Name : Initials
Signature : Date
Date :




Rev. 5/18

COMPUTER ACCESS POLICY MElc|m]|c
ERIE COUNTY MEDICAL CENTER

PUTQOSG CORPORATION

It is the policy and practice of the ECMCC Network to protect its computer hardware, data, software, and other information assets. To
accomplish this, it is necessary to set restrictions and limitations on the disclosure of and access to these assets.

The purpose of this policy is to provide the framework for providing data on a need-to—know basis so information can be protected from
unauthorized disclosure. This framework will minimize the potential loss of public confidence, disruption to internal operation, unnecessary
expense, competitive disadvantage, and ensure compliance with regulatory requirements such as The Health Insurance Portability and
Accountability Act (HIPAA). This policy is intended to provide guidance and all ECMCC Network workforce are expected to apply and
extend these concepts in their day-to—day employment activities.

Application

The "ECMCC Network" is comprised of the Erie County Medical Center Corporation, Clinics, and the Erie County Home.

This policy applies to the workforce at the ECMCC Network and includes; employees, medical staff, contractors, students and volunteers.
Use for Business Purposes

The computers, network, Internet connections, software applications and e—-mail systems (collectively referred to as "computer systems")
available to the workforce are intended to support the business of ECMCC Network.

Computer systems are to be used for business purposes only.

Confidential Information

The ECMCC Network computer system includes confidential records of protected health information (PHI) as defined by the Department of
Health and Human Services, Title Il, Health Insurance Portability and Accountability Act of 1996 ("HIPAA"). The ECMCC Network has the
legal and ethical obligation to safeguard this information. Workforce members are required to follow the ECMCC Network policies and
procedures regarding the use and disclosure of PHI. This includes access to the minimum necessary data to accomplish day to day tasks
such as treatment, payment, and operations. Access to records is restricted to the minimum necessary and is limited to that required to
enable a user to perform his or her work for the ECMCC Network.

User ID and Password
System access is granted on a need-to—know basis. Workforce members will be issued a unique and confidential user ID and password.
Access codes may not be shared, disclosed or used by anyone other than the assigned individual.

Security

Any breach of security, including but not limited to, sharing access codes, passwords or wrongful access of any kind is a violation of
ECMCC Network policy and may result in criminal prosecution under applicable computer crime laws. Workforce members who violate this
policy will be subject to disciplinary action up to and including dismissal. The ECMCC Network will report violations of this policy to the
appropriate law enforcement agency.

Use of ECMCC Personal Computers

ECMCC has purchased the right to use software on personal computers owned by the ECMCC Network. Software is subject to Federal
Copyright protection and copying is strictly prohibited.

All printed information and data storage media including, but not limited to microfiche, optional and magnetic storage media, such as tape,
diskette or fixed disk, is the property of the ECMCC Network and may not be shared, distributed, maintained or stored for use other than for
ECMCC Network business.

Data created on ECMCC Network systems remains the property of the Network

Patient information in any format must remain on the property of the ECMCC Network unless appropriate authorization has been obtained.

Prohibited Activities :

This list is intended to provide examples of computer access activities that are prohibited at the ECMCC Network. It is not intended to be an

exhaustive list.

O Providing information about employees or patients to outside organizations without prior written approval

O Unauthorized use of computer hardware or software that is protected by copyright, trade secret or patent

O Unauthorized copying or distribution of copyright material, including digitalization and distribution of magazines, books, photographs,
music or other material

O Export of software, technical information, encryption software, technical information or technology

O Introduction of malicious programs into the network, desktop or server such as a computer virus

O Use of your user ID and password by others

0 Use of ECMCC Network assets to transmit or engage in violent, sexual or hostile activities

O Transmission of fraudulent offers or claims

O Any form of network monitoring that could intercept data

| further agree to the following :

O My User ID and password are equivalent to my legal signature and | will not disclose this information to anyone or allow anyone to
access the system using my sign-on information.
O | am responsible and accountable for all entries and all retrievals accessed under my User ID and password. Any data available to me
will be treated as confidential information.
O I will only use my User ID and password.
O I will access only the minimum necessary data | have responsibilities for.
O I will keep my User ID and password confidential. If either is compromised, | will immediately change my password and notify the helpdesk.
O I will not disclose any confidential information unless required to do so in the official capacity of my employment. | also understand that |
have no rights or ownership interest in any confidential information.
O I will not leave a secured computer application unattended. | understand that my system use is periodically monitored to ensure compliance
O I agree not to use the information in any way detrimental to the organization and will keep information confidential.
O | agree that disclosure of confidential information is prohibited indefinitely, even after termination of employment or business relationship
unless specifically waived in writing by an authorized party.
O | agree to return or destroy any data, software or other ECMCC Network property upon termination of my employment.

Questions about this_lcprpp/u‘ter access policy should be directed to:ClO, ECMCC Healthcare Informjation Systems

/ /A 4/ 3o/ i ——ﬂ Q

Andrew’.. Davis, Chief Operating Officer Thomas(f;buatroche, Jrf\Ph.D. President & Chief Executive Officer




INTERNET — AUTHORIZATION AND ACCEPTABLE USE POLICY | ﬁ ﬁ mﬁ

. . . . L. . . . . ERIE COUNTY MEDICAL CENTER
Purpose: The purpose of this policy is to establish principles to guide the Erie County Medical Center Corporation (ECMCC) CORPORATION

in its endeavor to promote and enforce appropriate use of the Internet. This policy is in accordance of the Technical Safegaurd
164.312 (e) (i), Transmission Security and the General Security Rules 164.306 of the Health Insurance Portability and Accountability Act of 1996 Privacy
and Security Rule

AUTHORIZATION PROCESS: The following accounts may be established for Internet access.

ECMCC - Individual User Account.  An individual user account is established when an ECMCC employee requires access to the Internet to perform
his job responsibilities.

Non-ECMCC Employee Request. A non-ECMCC Affiliate may request Internet access through the ECMCC Network. ECMCC will not be liable for
activities and or transmission of data that occurs from this account. Costs associated with this service will be billed on a yearly basis to the non—-ECMCC
Affiliate. ECMCC is not responsible to monitor appropriate use or assist with desktop configuration.

For all account types, a Computer Access Application must be completed with signature from the senior or executive management. This form will be
submitted to the IT department for processing.

Additional hardware and software may be required for an Internet request. If so, additional authorization will be required by the Senior Manager. The IT
department will install, test and maintain Internet access on ECMCC standard computers. Internet access can be made available through any standard
workstation on the ECMCC network. Based on security risk, Internet access through modem dial up is prohibited.

ACCEPTABLE USE: Connection to the Internet is an ECMCC network service provided by the Information Technology Department (IT) that enables
authorized personnel to access Internet resources for business users only. This includes the World Wide Web. Inappropriate use of the Internet, as
defined below, is not permitted. Those users accessing the Internet for inappropriate purposes during their work hours will be subject to ECMCC'’s
progressive discipline policy and access privileges may be terminated.

The following activities are considered unacceptable and inappropriate use of the Internet.

- The creation, download, storage, copying, or transmission of sexually explicit materials, materials or remarks that ridicule others on the basis of race,
creed, religion, color, sex, handicap, national original or sexual orientation, materials related to gambling, illegal weapons, terrorist activities, etc., chain
letters, broadcast transmissions, or other mass mailings.

« Use for commercial purposes or in support of "for profit" activities (e.g., consulting for pay, sales or administration of business transactions, sale of
goods or services)

+ Use of the Internet in a way that results in unauthorized charges or expenses to ECMCC.

Any attempt or action aimed at damaging, disabling or interfering with the normal operation of ECMCC Internet access or the ECMCC home page,

including the hardware and software serving or connected to same.

Use of personal web—-based e-mail products such as hotmail.com or yahoo.com

Violating copyright laws.

Use of the Internet that violates state for federal law or regulation, including copyright laws.

Internet usage that causes disruption of service to ECMCC Network due to utilization of high bandwidth. This includes large files (sound and streaming

video), push technologies and other continuous data streams.

Downloading of data from the Internet (WWW, FTP, Gopher, etc.) or from bulletin boards and Usenet sites for ECMCC business purposes only is
permitted. The downloading of software applications requires prior approval and licensing of the IT Department. The IT Department will not support non
—authorized applications. To request the installation of a software program downloaded from the Internet you must complete a Request for Service form
as outlined in the Request for IT Service Policy.

All data downloaded from the Internet must be immediately scanned for virus following the ECMCC Antivirus Policy. Critical data should be stored on the
ECMCC Network for backup purposes.

Transmission of unsecured corporate sensitive or Protected Healthcare Information (PHI) through the Internet is prohibited. Upon request, the IT
Department will provide a secured method of transfer for all corporate sensitive data or PHI.

Monitoring: The IT department will monitor Internet access and usage for the same reasons and purposes as it monitors and ECMCC computer device
or electronm}lé}?tlon ECMCC reserves the right to discontinue services, as it deems approprlate

A 7,

Andrﬁ’w L. Davis, Chief Operating Officer Thomas((}buatroche Jr Ph.D. President & Chief Executive Officer
| REMOTE ACCESS POLICY ME|c|m|c]
ACCEPTED USAGE: Remote access is provided to users for use from home for business purposes only. ERIE COUNTY MEDICAL CENTER

CORPORATION

Use of remote access is governed by current ECMCC Confidentially and Security Policies. Resources used are the

property of Erie County Medical Center Corporation and considered confidential. As such, this information shall not be shared, distributed,
maintained, or stored in a careless manner.

ECMCC has purchased the right to use software on personal computers, both on and off the ECMCC local area network. This software is
protected by federal copyright laws. At the time of employment termination or when remote access is no longer deemed necessary to your
specific job function, the remote access software must be installed from your computer. Removal of this software is your responsibility.

DISCLAIMER: ECMCC is not responsible for damage to systems on which the client is installed. The distribution media has been verified to
be virus free and the installation process tested. ECMCC is not responsible for technical support outside of the realm of connection or
applications issues.

By signing below | have read and agree to abide by the following ECMCC policies:
« Computer Access Policy
. Internet — Authorization and Acceptable use Policy
. Remote Access Policy

Print Name:

Signature:

Date: Rev. 5/18
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